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,QWURGXFWLRQ
&ORXGFRPSXWLQJ&&LVUDSLGO\JURZLQJFRPSXWDWLRQDOPRGHOLQWRGD\µV,7ZRUOG,WGHOLYHUVFRQYHQLHQWRQ
GHPDQG QHWZRUN DFFHVV WR D VKDUHG SRRO RI FRQILJXUDEOH FRPSXWLQJ UHVRXUFHV HJ 1HWZRUNV VHUYHUV VWRUDJH
DSSOLFDWLRQVHWF³DVVHUYLFH´RQWKHLQWHUQHWIRUVDWLVI\LQJFRPSXWLQJGHPDQGRIXVHUV
$UHFHQWVXUYH\SHUIRUPHGE\&ORXG6HFXULW\$OOLDQFH&6$	,(((LQGLFDWHVWKDWHQWHUSULVHVDFURVVVHFWRUV
DUHHDJHUWRDGRSWFORXGFRPSXWLQJEXWWKDWVHFXULW\DUHQHHGHGERWKWRDFFHOHUDWHFORXGDGRSWLRQRQDZLGHVFDOH
DQG WR UHVSRQG WR UHJXODWRU\ GULYHUV 2QH RI PDMRU VHFXULW\ LVVXHV LQ &ORXG LV WR GHWHFW DQG SUHYHQW QHWZRUN
LQWUXVLRQV VLQFH WKH QHWZRUN LV WKH EDFNERQH RI &ORXG DQG KHQFH YXOQHUDELOLWLHV LQ QHWZRUN GLUHFWO\ DIIHFW WKH
VHFXULW\RI&ORXG/0DUWLIURP&\EHU6HFXULW\GLYLVLRQVWDWHGWKDWPDLQFRQFHUQDIWHUGDWDVHFXULW\LVDQLQWUXVLRQ
GHWHFWLRQDQGSUHYHQWLRQLQWKH&ORXG
7KHUHDUHSULQFLSDOO\WZRW\SHVRIWKUHDGVLQVLGHUDWWDFNHUVZLWKLQD&ORXGQHWZRUNDQGRXWVLGHUDWWDFNHUVRXWVLGH
WKH&ORXGQHWZRUNFRQVLGHUHGLQ&ORXG1HWZRUN
x ,QVLGHU DWWDFNHUV $XWKRUL]HG &ORXG XVHUV PD\ DWWHPSW WR JDLQ DQG PLVXVH XQDXWKRUL]HG SULYLOHJHV
,QVLGHUVPD\FRPPLWIUDXGVDQGGLVFORVHLQIRUPDWLRQWRRWKHURUPRGLI\LQIRUPDWLRQLQWHQWLRQDOO\7KLV
SRVHVDVHULRXVWUXVWLVVXH)RUH[DPSOHDQLQWHUQDO'R6DWWDFNGHPRQVWUDWHGDJDLQVWWKH$PD]RQ(ODVWLF
&RPSXWH&ORXG(&
x 2XWVLGHUDWWDFNHUVFDQEHFDOOHGDVWKHQHWZRUNDWWDFNHUVZKRDUHDEOH WRSHUIRUPGLIIHUHQWDWWDFNVDV ,3
VSRRILQJ $GGUHVV 5HVROXWLRQ 3URWRFRO $53 VSRRILQJ '16 SRLVRQLQJ PDQLQWKHPLGGOH 'HQLDO RI
6HUYLFH 'RV'LVWULEXWHG 'HQLDO RI VHUYLFH ''R6 DWWDFNV SKLVKLQJ DWWDFN XVHU WR URRW DWWDFN 3RUW
VFDQQLQJ DWWDFN RQ YLUWXDO PDFKLQH 90 RU K\SHUYLVRU VXFK %/8(3,// DQG '.60 WKURXJK ZKLFK
KDFNHUV FDQ EH DEOH WR FRPSURPLVH LQVWDOOHGK\SHUYLVRU WR JDLQ FRQWURO RYHU WKHKRVW%DFNGRRU FKDQQHO
DWWDFNVHWF
7KHVHDWWDFNVDIIHFW WKH LQWHJULW\FRQILGHQWLDOLW\DQGDYDLODELOLW\RI&ORXGUHVRXUFHVDQGRIIHUHGVHUYLFHV7R
DGGUHVV DERYH LVVXHVPDMRU&ORXGSURYLGHUV OLNH$PD]RQ(&&:LQGRZ$]XUH5DFN6SDFH(XFDO\SWXV2SHQ
1HEXODHWFXVHWKHILUHZDOO)LUHZDOOSURWHFWVWKHIURQWDFFHVVSRLQWVRIV\VWHPDQGLVWUHDWHGDVWKHILUVWOLQHRI
GHIHQVH$VILUHZDOOVQLIIVWKHQHWZRUNSDFNHWVRQO\DWWKHERXQGDU\RIDQHWZRUNLQVLGHUDWWDFNVFDQQRWEHGHWHFWHG
E\LW)HZ'R6RU''R6DWWDFNVDUHWRRFRPSOH[WRGHWHFWXVLQJWUDGLWLRQDOILUHZDOO)RUH[DPSOHLIWKHUHLVDQ
DWWDFNRQSRUWZHEVHUYLFHILUHZDOOFDQQRWGLIIHUHQWLDWHQRUPDODQGOHJLWLPDWHWUDIILFIURP'R6DWWDFNWUDIILF
7KXVXVHRIRQO\ WUDGLWLRQDO ILUHZDOO WREORFNDOOWKH LQWUXVLRQVLVQRWDQHIILFLHQW VROXWLRQ$QRWKHUVROXWLRQ LV WR
GHSOR\QHWZRUNEDVHGLQWUXVLRQGHWHFWLRQV\VWHP1,'6LQ&ORXGFRPSXWLQJ1,'6FDSWXUHVWKHQHWZRUNSDFNHWV
DQGDSSOLHVLQWUXVLRQGHWHFWLRQWHFKQLTXHVRQFDSWXUHGSDFNHWVLQRUGHUWRGHWHFWQHWZRUNVDWWDFNV

 2XUFRQWULEXWLRQ

:HSURSRVHDQHZVHFXULW\ IUDPHZRUNWKDW LQWHJUDWHVDFRRSHUDWLYHDQGK\EULG1,'6WR&ORXGRIIHULQJ,DDV
:HGHSOR\RXU&+1,'6DWWKH)URQWHQGRQ&ORXG&RQWUROOHUDVZHOODVDWRQ%DFNHQGRQHDFKSURFHVVLQJVHUYHU
KRVWLQJ 90 LQ RUGHU WR GHWHFW ERWK LQWHUQDO DQG H[WHUQDO QHWZRUN LQWUXVLRQV LQ &ORXG (QYLURQPHQW ,Q WKLV
IUDPHZRUNZHXVHERWKWKHWHFKQLTXHVVLJQDWXUHEDVHGGHWHFWLRQDQGDQRPDO\EDVHGGHWHFWLRQ6QRUWDVDVLJQDWXUH
EDVHGGHWHFWLRQ LVXVHGWRGHWHFWNQRZQDWWDFNVZKLOH IRUGHWHFWLQJQHWZRUNDQRPDO\ZHXVH DQRSWLPL]HG%DFN
3URSDJDWLRQ1HXUDOQHWZRUN%316HYHUDOUHVHDUFKHUVXVHG%31DSSURDFKIRUGHWHFWLRQLQWUXVLRQDWWDFNVEHFDXVH
LW KDV VKRZQ JRRG FDSDELOLW\ LQ GHWHFWLQJ DWWDFNV %XW DFFRUGLQJ WR PDQ\ UHVHDUFKHV %31 KDV WKH IROORZLQJ
ZHDNQHVVHV
x 6ORZGHWHFWLRQVSHHG
x /RZGHWHFWLRQDFFXUDF\
x (DV\WRIDOOLQWRORFDOPLQLPXPYDOXH
x 6ORZFRQYHUJHQFHVSHHG
,QRUGHUWRVROYHWKHSUREOHPVDERYHZHSURSRVHWRRSWLPL]HWKH%31E\XVLQJDQRSWLPL]DWLRQDOJRULWKP
&RPELQLQJ VLJQDWXUH EDVHG GHWHFWLRQ DQG DQRPDO\ GHWHFWLRQ LQ RXU 1,'6PRGXOH LPSURYHV GHWHFWLRQ DFFXUDF\
VLQFH WKH\ DUH FRPSOLPHQWLQJ HDFK RWKHU ,Q DGGLWLRQ WKH VLJQDWXUH EDVHG GHWHFWLRQ WHFKQLTXH LV DSSOLHG SULRU WR
DQRPDO\ GHWHFWLRQ ZKLFK UHGXFHV WKH FRPSXWDWLRQDO FRVW %31 FODVVLILHU KDV WR GHWHFW RQO\ XQNQRZQ DWWDFNV
EHFDXVHNQRZQDWWDFNVDUHDOUHDG\GHWHFWHGE\6QRUWDQGGHQLHG%\XVLQJFHQWUDOORJRIPDOLFLRXVSDFNHWVGHWHFWHG
1202   Z. Chiba et al. /  Procedia Computer Science  83 ( 2016 )  1200 – 1206 
1,'6SODFHGRQDOOWKHVHUYHUVZRUNLQFRRSHUDWLYHPDQQHUWKH\XSGDWHWKHLUEDVHVNQRZOHGJHEDVHDQGEHKDYLRU
EDVHE\JHWWLQJDOHUWVVWRUHGLQWKHFHQWUDOORJ6RDQ\XQNQRZQDWWDFNWKDWZDVSUHYLRXVO\GHWHFWHGDWDQ\VHUYHU
FDQEHHDVLO\GHWHFWHGE\6QRUWDWRWKHUVHUYHUV7KLVDOVRKHOSVWRUHGXFHFRPSXWDWLRQDOFRVWIRUGHWHFWLQJLQWUXVLRQV
DW RWKHU VHUYHUV DQG LPSURYH GHWHFWLRQ UDWH LQ RYHUDOO WKH&ORXG 2XUPDLQ DLP LV WR UHGXFH LPSDFW RI QHWZRUN
DWWDFNV NQRZQ DWWDFNVDQG XQNQRZQ DWWDFNVZKLOH HQVXULQJKLJKHU GHWHFWLRQ UDWH ORZHU IDOVH SRVLWLYH UDWHDQG
ORZHUIDOVHQHJDWLYHUDWHZLWKDQDIIRUGDEOHFRPSXWDWLRQDOFRVW
7KH UHVW RI WKLV SDSHU LV RUJDQL]HG DV IROORZV 6HFWLRQ  GLVFXVVHV H[LVWLQJ 1,'6 DSSURDFKHV WR &ORXG $
GHWDLOHGGHVFULSWLRQRIWKHSURSRVHGIUDPHZRUNLVGLVFXVVHG LQVHFWLRQ6HFWLRQVXPPDULHVWKHFRQFOXVLRQVDQG
IXWXUHZRUNZLWKWKHUHIHUHQFHVDWWKHHQG

5HODWHG:RUNV

&&/RHWDOSURSRVHGWRGHSOR\LQGLYLGXDO1,'6PRGXOHLQHDFK&ORXGUHJLRQ,QFDVHRILQWUXVLRQGHWHFWLRQ
LWGURSVWKHDWWDFNHU¶VSDFNHWDQGWKHQVHQGVDOHUWPHVVDJHVWRRWKHUUHJLRQVXVLQJDJHQWV$WHDFKUHJLRQDQDOHUW
SURGXFHG E\ RWKHU UHJLRQV DUH JDWKHUHG WR GHWHUPLQHZKHWKHU LW LV WUXH RU IDOVH 7KLV LV GRQH E\ FDOFXODWLQJ WKH
VHYHULW\ RI DQ DOHUW 7KHVH DSSURDFKHV DUH FRQYHQLHQW IRU SUHYHQWLQJ &ORXG IURP ''R6 DWWDFN +RZHYHU WKH
FRPSXWDWLRQDODQGFRPPXQLFDWLRQHIIRUWLVDXJPHQWHG
10RGL HW DO KDYH LQWHJUDWHG D VLJQDWXUH $SULRUL EDVHG 1,'6 WR &ORXG 6LJQDWXUH $SULRUL WDNHV QHWZRUN
SDFNHWV DQG NQRZQ DWWDFN VLJQDWXUHV DV LQSXW DQG JHQHUDWHV QHZ GHULYHG UXOHV WKDW DUH XSGDWHG LQ WKH 6QRUW
7KHUHIRUH 6QRUW LV DEOH WR GHWHFW NQRZQ DWWDFNV DQG GHULYDWLYH RI NQRZQ DWWDFNV LQ WKH &ORXG 7KLV DSSURDFK
LPSURYHVWKHHIILFLHQF\RI6QRUW+RZHYHULWFDQQRWGHWHFWXQNQRZQDWWDFNV
0DQWKLUD 0RRUWK\ 6 HW DO KDYH SURSRVHG VHFXULW\ DUFKLWHFWXUH IRU FORXG LQ ZKLFK D YLUWXDO KRVW EDVHG
LQWUXVLRQ GHWHFWLRQ V\VWHP ZDV SODFHG EHWZHHQ URXWHU DQG &ORXG KRVW 7KH GHYHORSHG ,'6 FRQVLVWV RI WKUHH
FRPSRQHQWV QDPHO\ (YHQW $XGLWRU ,'6 VHUYLFH FRPELQDWLRQ RI DQDO\]H V\VWHP DQG $OHUW V\VWHP DQG &,''
&ORXG ,QWUXVLRQ 'HWHFWLRQ 'DWD 6HWV 7KH DQDO\]HU V\VWHP H[DPLQHV WKH FRQWHQW RI SDFNHW DJDLQVW WKH FORXG
LQWUXVLRQ GDWDVHWV VLJQDWXUHV VWRUHG LQ &,'' E\ PHDQV RI SDWWHUQ PDWFKLQJ 7KH H[SHULPHQWV FRQGXFWHG E\ WKH
DXWKRUVVKRZ WKDW WKHSURSRVHG ,'6ZDVDEOH WRGHWHFWRI UDQGRPVHWVRIFORXGDWWDFNVDQGQR IDOVHSRVLWLYH
DODUPLVUDLVHGZKLOHILOWHULQJEDFNJURXQGWUDIILFUHFHLYHGIRUP'$53$GDWDVHW+RZHYHUUHVXOWVVKRZWKDWODWHQF\
LQ,'6LVLQFUHDVLQJDFFRUGLQJWREDFNJURXQGWUDIILFDQGDEUHDNLQJSRLQWZDVLGHQWLILHGDWPESVLQZKLFKWKH
,'6JHQHUDWHGDQHUURUDQGVWRSSHG7KHUHIRUHDQXQVWDEOHLQWHUYDOZDVGHWHUPLQHGEHWZHHQWRPESV
-DLPLQ..KDWULDQG*LULVK.KLODULKDYHSURSRVHGDQDUFKLWHFWXUHZKLFKSURYLGHVLPSOHPHQWDWLRQRI6HULFDWD
,'6 DV QHWZRUN ,'6 LQ WKH EDFNHQG RI &ORXG HQYLURQPHQW 7KH DLP RI 6HULFDWD ,'6 LV WR VHFXUH WKH YLUWXDOL]HG
VHUYHUVRQK\SHUYLVRUVLQWKHFORXGSODWIRUPIURPDWWDFNHUVDQGYDULRXVWKUHDWV7KHPDLQIXQFWLRQRI6HULFDWD,'6
LQWKHQHWZRUNLVFDSWXULQJRIDOOFRPLQJSDFNHWVIURPH[WHUQDOXVHUVDQGGHVWLQHGWRYLUWXDOL]HGVHUYHUVDQDO\]LQJ
WKHVHSDFNHWVDQG ILQDOO\VHQGLQJDOHUWLIDSDFNHW LVPDWFKLQJRQHRI UXOHVVWRUHG LQWR6HULFDWDFRQILJXUDWLRQ ILOH
+RZHYHUWKHSURSRVHGPRGHOFDQ¶WGHWHFWLQVLGHUDWWDFNVQHWZRUNLQWUXVLRQVLQYLUWXDOQHWZRUNDVZHOODVNQRZQ
DWWDFNV
6DQFKLND *XSWD DQG 3DGDP .XPDU KDYH SURSRVHG DQ DSSURDFK WR GHWHFW PDOLFLRXV SURJUDP H[HFXWLRQV DW
FOLHQW90¶VLQ&ORXGHQYLURQPHQWZLWKWKHXVHRIDQHZWHFKQLTXHRI,PPHGLDWH6\VWHP&DOOVLJQDWXUHGHWHFWLRQ
,QWKLVDSSURDFKIRUHYHU\XQLTXH6\VWHP&DOOXVHUSURJUDPRUV\VWHPSURJUDPWKHOLVWRIDOO,PPHGLDWH6\VWHP
&DOOVIROORZLQJLWLVLGHQWLILHGDQGFUHDWHGIURPLWVQRUPDOH[HFXWLRQORJVDQGVXFKVLJQDWXUHVDUHVWRUHGDQGWKHQ
XVHGDVEDVHOLQHIRUDQRPDORXVSURJUDPGHWHFWLRQV7KLVPHWKRGLVEDVHGRQWKHIDFWWKDWZKHQHYHUWKHSURJUDPLV
VXEYHUWHGRULVH[HFXWHGLQDPDOLFLRXVZD\RQDFOLHQWLWFDXVHVDGHYLDWLRQLQWKH,PPHGLDWH6\VWHP&DOOVHTXHQFH
SDWWHUQFRUUHVSRQGLQJWRHDFKXQLTXH6\VWHP&DOOV7KLVGHYLDWLRQFDQHDVLO\EHGHWHFWHGDQGORJJHGIRUJHQHUDWLQJ
DOHUWVWR&ORXG$GPLQ&ORXGDGPLQWKHQUHDFWRQLWHLWKHUE\XQLQVWDOOLQJWKHPDOLFLRXVVRIWZDUHIURPFOLHQWRUE\
UHSODFLQJ WKH VRIWZDUH ZLWK LWV YDOLG UHSOLFD +RZHYHU WKH GHWHFWLRQ RI PDOLFLRXV SURJUDPV LV QRW LQ UHDO WLPH
EHFDXVH RI WKH SHULRGLFQDWXUH RI WKH SURSRVHG DQRPDO\ GHWHFWLRQPRGXOH ,QDGGLWLRQ WKH GHWHFWLRQPRGXOH FDQ
GHWHFWRQO\VXEYHUVLRQVRISURJUDPVZKRVHWKHVLJQDWXUHVRIWKHLULPPHGLDWHV\VWHPFDOOVDUHDOUHDG\JHQHUDWHGDQG
DOVRWKHUHDFWLRQWRDQDWWDFNLVQRWDXWRPDWLFLWLVGHFLGHGE\WKHFORXGDGPLQ
%$O±6KDGDLIDWHWDOKDYHSURSRVHGDQDQRPDO\LQWUXVLRQGHWHFWLRQPRGHOWRGHDOZLWKDWWDFNVDQGVHFXULW\
YLRODWLRQV LQFORXGHQYLURQPHQW7KHSURSRVHGDSSURDFKFRQVLVWVRI+RSHILHOG$UWLILFLDO1HWZRUNDQG6LPXODWLQJ
$QQHDOLQJDVDJJUHJDWRU7KHIUDPHZRUNIRUDQRPDO\,'6LVGLYLGHGLQWRWKUHHVWDJHV'DWDVHW*URXSLQJ+RSILHOG
$UWLILFLDO1HXUDO1HWZRUN+$11DQG6LPXODWLQJ$QQHDOLQJDJJUHJDWRU$FFRUGLQJWRH[SHULPHQWVSHUIRUPHGE\
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DXWKRUV WKH SURSRVHGPRGHO SURYLGHV D GHWHFWLRQ UDWH ZKLFK FDQ EH FRQVLGHUHG DV DZHDN GHWHFWLRQ UDWH
FRPSDUHG ZLWK PHWKRGV LQ    )RU JDLQ EHWWHU GHWHFWLRQ UDWH PRUH HQKDQFHPHQWV PXVW EH FRQGXFWHG E\
H[SORULQJWKHLPSDFWRIQHWZRUNIHDWXUHVLQGHWHFWLRQUDWH
2XUSURSRVHGIUDPHZRUNSURYLGHVVROXWLRQWROLPLWDWLRQVH[LVWLQJLQWKHVHDSSURDFKHVDQGRWKHUV
UHVHDUFKHV ,Q WKLV SDSHU ZH SURSRVH D FRRSHUDWLYH DQG K\EULG DSSURDFK WKDW FRPELQHV WZR QHWZRUN LQWUXVLRQ
GHWHFWLRQ WHFKQLTXHV VLJQDWXUH EDVHG GHWHFWLRQ DQG DQRPDO\ GHWHFWLRQ ,Q PLVXVH GHWHFWLRQ ZH HPSOR\ 6QRUW
ZKHUHDV LQ DQRPDO\ GHWHFWLRQ ZH XVH %DFN3URSDJDWLRQ QHXUDO QHWZRUN GHWHFWRU RSWLPL]HG E\ DQ RSWLPL]DWLRQ
DOJRULWKPWRJHWWKHRSWLPDOFRQQHFWLRQVZHLJKWVRI%137KHUHIRUHWKHGHWHFWLRQDFFXUDF\DQGHIILFLHQF\RI%13
GHWHFWRUZLOOEHLPSURYHG

&+1,'6LQWKH&ORXG&RRSHUDWLYHDQG+\EULG6HFXULW\)UDPHZRUN

 ,QWHJUDWLQJ1,'6LQFORXGGDWDFHQWHU

7KHDLPRIWKHSURSRVHG&+1,'6LVWRGHWHFWDQ\YLRODWLRQRIWKHVHFXULW\SROLF\RQWKHFRPSXWHUV\VWHP,W
DOORZVGHWHFWLQJDQGVWRSSLQJDWWDFNVLQUHDOWLPHLPSDLULQJWKHVHFXULW\RIWKH&ORXG'DWDFHQWHU
$VVKRZQLQILJXUHZHSURSRVHWRGHSOR\RXU1,'6RQWZRVWUDWHJLFSRVLWLRQV
x 1,'6 RQ )URQW(QG RI &ORXG ,QWHJUDWLQJ1,'6PRGXOH RQ IURQW HQG RI &ORXGKHOSV WR GHWHFW QHWZRUN
LQWUXVLRQV IURPH[WHUQDOQHWZRUNRI&ORXG+RZHYHULW LVQRWDEOHWRGHWHFWDWWDFNDW LQWHUQDOQHWZRUNRI
&ORXG
x 1,'6RQ%DFN(QG3RVLWLRQLQJ1,'6PRGXOHRQSURFHVVLQJVHUYHUKHOSVWRGHWHFW LQWUXVLRQVDW LQWHUQDO
QHWZRUNRI&ORXG,QDYLUWXDOHQYLURQPHQWZHKDYHVHYHUDOYLUWXDOPDFKLQHVRQWKHVDPHSK\VLFDOVHUYHU
DQGWKH\FDQLQWHUFRPPXQLFDWHWKURXJKWKHYLUWXDOVZLWFKZLWKRXWOHDYLQJWKHSK\VLFDOVHUYHU7KHUHIRUH
QHWZRUNVHFXULW\GHYLFHVRQWKH/$1FDQ¶WPRQLWRUWKLVQHWZRUNWUDIILFLIWKHWUDIILFGRHVQRWQHHGWRSDVV
WKURXJKVHFXULW\DSSOLDQFHVSULPDULO\DILUHZDOOWKHUHIRUHDORRSKROHIRUDOONLQGVRIVHFXULW\DWWDFNVZLOO
EH RSHQHG 7KXV WKH VWDUWLQJ SRLQW RI DQ DWWDFNHU LV FRPSURPLVLQJ RQO\ RQH 90 DQG XVLQJ LW DV D
VSULQJERDUG WR WDNHFRQWURORI WKHRWKHU90VZLWKLQ WKH VDPHK\SHUYLVRU7KLV LVJHQHUDOO\GRQHZLWKRXW
EHLQJPRQLWRUHGRUGHWHFWHGJLYLQJWKHDWWDFNHUDYDVWKDFNGRPDLQ0RUHRYHUWKHYLUWXDOHQYLURQPHQWLV
H[SRVHGWRVHYHUDOWKUHDWVFHQWHUHGPRVWO\RQWKHK\SHUYLVRU+\SHUMDFNLQJ90HVFDSH90PLJUDWLRQ
90WKHIWDQG,QWHU90WUDIILF


)LJ3RVLWLRQVRI1,'6LQWKH&ORXG
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
2XU1,'6LVGHVLJQHGWRPRQLWRUWKDWYLUWXDOWUDIILFDQGDOVRWKHIORZRIWUDIILFIURPRUWRWKHSURFHVVLQJVHUYHURQ
WKHSK\VLFDOQHWZRUN:HKDYHQ¶WFKRVHQWRLQVWDOOWKH1,'6RQHDFKYLUWXDOPDFKLQHEHFDXVHLWZLOOEHDQDGGLWLRQDO
EXUGHQLWZLOOZHLJKGRZQWKHZRUNRIWKH90,QDGGLWLRQVXFKFRQILJXUDWLRQUHTXLUHVPXOWLSOHLQVWDQFHVRI1,'6
ZKLFKPDNHVFRPSOH[PDQDJHPHQWRI1,'6ZKHUHDV90VDUHG\QDPLFDOO\PLJUDWHGSURYLVLRQHGRU
GHSURYLVLRQHG


 $UFKLWHFWXUHRISURSRVHG1,'6IUDPHZRUN

7KHDUFKLWHFWXUHRISURSRVHG&+1,'6DVVKRZQLQILJXUHFRQVLVWVRIPDLQO\IRXUPRGXOHV6LJQDWXUHEDVHG
GHWHFWLRQ$QRPDO\GHWHFWLRQ$OHUW6\VWHPDQG&HQWUDOORJRIPDOLFLRXVSDFNHWV
x 6LJQDWXUH EDVHG GHWHFWLRQ ,W FRQVLVWV RI WZR FRPSRQHQWV6QRUWDQG WKHPLVXVH GHWHFWLRQ GDWDEDVH7KLV
GDWDEDVH LVJHQHUDWHGEDVHGRQSUHGHILQHGQHWZRUNDWWDFNUXOHV6QRUWPDWFKHVWKHFDSWXUHGSDFNHWVZLWK
UXOHVVWRUHGLQPLVXVHEDVHWRILQGDQ\FRUUHODWLRQ ,QWKLVFDVHLWGHWHUPLQHVWKHQDWXUHRIWKHDWWDFNDQG
VHQG DOHUWPHVVDJH WR ´$OHUW 6\VWHP´7KHQRQLQWUXVLRQ SDFNHWV DUH IRUZDUGHG WR ³$QRPDO\ GHWHFWLRQ´
PRGXOHIRUPRUHLQYHVWLJDWLRQ2QHRIWKHDGYDQWDJHVIRUXVLQJWKLVWHFKQLTXHLVWKDWZHFDQHDVLO\XSGDWH
PLVXVHEDVHZLWKRXWPRGLI\LQJH[LWLQJUXOHV
x $QRPDO\ GHWHFWLRQ ,W LV FRPSRVHG RI WKUHH FRPSRQHQWV %DFN 3URSDJDWLRQ QHXUDO QHWZRUN DOJRULWKP
%31 DPRGXOH EDVHG RQ DQ RSWLPL]DWLRQ DOJRULWKP WR RYHUFRPH WKH ZHDNQHVV RI %31PHQWLRQHG LQ
VXEVHFWLRQDQGDQDQRPDO\GHWHFWLRQGDWDEDVH ,Q OHDUQLQJSKDVHWKH%31FODVVLILHULV WUDLQHGXVLQJ
PDOLFLRXVDQGQRUPDOSDFNHWVVWRUHGLQDQRPDO\GHWHFWLRQGDWDEDVH,QGHWHFWLQJSKDVHWKH%31SUHGLFWV
WKHFODVVRIWKHJLYHQQHWZRUNSDFNHWV,ILWLVQRUPDOLWLVDOORZHGWRDFFHVVWR&ORXGLQIUDVWUXFWXUHHOVHLW
LVGHQLHGDQG³$OHUW6\VWHP´LVQRWLILHG


)LJ$UFKLWHFWXUHRISURSRVHG&+1,'6IUDPHZRUN

x $OHUW 6\VWHP JHQHUDWHVDOHUWV DERXW LQWUXVLRQV WKDWDUH GHWHUPLQHG HLWKHU E\ VQRUW RU%3QHXUDOQHWZRUN
FODVVLILHU,WVWRUHVDOHUWHGLQWUXVLRQLQFHQWUDOORJGDWDEDVH
x &HQWUDOORJRIPDOLFLRXVSDFNHWV,WXVHGE\&+1,'6GHSOR\HGRQRWKHUVKRVWVWRXSGDWHWKHLUEDVHVZLWK
DOHUWV IRXQG LQDOHUWGDWDEDVH6R WKHQH[WWLPH VXFK LQWUXVLRQFDQEHHDVLO\GHWHFWHG E\6QRUWDWRWKHUV
KRVWV7KLVUHGXFHVFRPSXWDWLRQDOFRVWDQGDOVRWLPHGHWHFWLRQLQRYHUDOOWKH&ORXG
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
 :RUNIORZRISURSRVHG1,'6IUDPHZRUN

,Q2XU1,'6PRGXOHZHXVHERWKWHFKQLTXHVVLJQDWXUHEDVHGDQGDQRPDO\EDVHGWKDWDUHFRPSOLPHQWHGHDFK
RWKHU$VVKRZQLQILJXUHQHWZRUNSDFNHWVDUHFDSWXUHGIURPSK\VLFDODQGYLUWXDOQHWZRUN7KHQVLJQDWXUHEDVHG
WHFKQLTXH LV DSSOLHG RQ FDSWXUHG SDFNHWV WR GHWHFW LQWUXVLRQV XVLQJ 6QRUW ,W FRQVLVWV RI PDWFKLQJ WKH FDSWXUHG
SDFNHWVZLWK UXOHV VWRUHG LQ DWWDFN VLJQDWXUH GDWDEDVH ,I DQ\ FRUUHVSRQGHQFH LV IRXQG DQ DOHUW LV JHQHUDWHG DQG
VWRUHGLQFHQWUDOORJGDWDEDVH7KHQDOHUWHGSDFNHWLVGHQLHG1RQLQWUXVLRQSDFNHWVDUHIRUZDUGHGWRWKHRSWLPL]HG
%31FODVVLILHUZKLFKLVDSSOLHGWRSUHGLFWFODVVODEHOQRUPDORULQWUXVLRQRIWKHVHSDFNHWV
,ILWILQGVDQ\LQWUXVLRQLWZLOOEHDOHUWHGDQGVWRUHGLQFHQWUDOORJEDVH2WKHUZLVH%31FRQVLGHUVWKRVHSDFNHWVDV
OHJLWLPDWHSDFNHWVDQGDOORZHGWRDFFHVVWKHV\VWHP1,'6RQRWKHUVVHUYHUVXSGDWHWKHLUEDVHVZLWKDOHUWVORJJLQJLQ
FHQWUDOORJEDVH


)LJ:RUNIORZRISURSRVHG1,'6


&RQFOXVLRQDQG)XWXUH:RUN

6HFXULW\LQFORXGFRPSXWLQJLVDPDMRUFRQFHUQZKLFKLVVORZLQJWKHDGRSWLRQRIFORXGE\WKHFRUSRUDWH2QHRI
PDMRU VHFXULW\ LVVXHV LQ &ORXG LV WR GHWHFW DQG SUHYHQW QHWZRUN LQWUXVLRQV VLQFH WKH QHWZRUN LV WKH EDFNERQH RI
&ORXGDQGKHQFH YXOQHUDELOLWLHV LQQHWZRUN GLUHFWO\ DIIHFW WKH VHFXULW\ RI&ORXG7R GHWHFW'RV DWWDFN DQG RWKHU
QHWZRUNOHYHOPDOLFLRXVDFWLYLWLHVLQ&ORXGXVHRIRQO\WUDGLWLRQDOILUHZDOOLVQRWDQHIILFLHQWVROXWLRQ,QWKLVSDSHU
ZH SURSRVHG D &RRSHUDWLYH DQG +\EULG 1,'6 &+1,'6 IUDPHZRUN IRU &ORXG HQYLURQPHQW LH ,DD6 WKDW
LQWHJUDWHV6QRUWDQG%DFN3URSDJDWLRQ1HXUDO1HWZRUNFODVVLILHURSWLPL]HGE\DPRGXOHEDVHGRQDQRSWLPL]DWLRQ
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DOJRULWKP WR RYHUFRPH WKHZHDNQHVV RI%312XUSURSRVHG1,'6 LV GHSOR\HG DW )URQW HQG DQG%DFN HQG RI WKH
&ORXGWRGHWHFWH[WHUQDODWWDFNVDQGLQWHUQDODWWDFNVFRPLQJHLWKHUIURPLQWHUQDOSK\VLFDOQHWZRUNRIWKHFORXGRU
WKHYLUWXDOQHWZRUNRQKRVWPDFKLQHV
2XU1,'6XVHVWKHVLJQDWXUHEDVHGDQGDQRPDO\EDVHGWHFKQLTXHVWRLPSURYHGHWHFWLRQDFFXUDF\7KHUHIRUHLWLV
DEOHWRGHWHFWNQRZQDVXQNQRZQDWWDFNVLQ&ORXG:HKDYHDSSOLHGDVLJQDWXUHEDVHGWHFKQLTXHSULRUWRDQRPDO\
WHFKQLTXHUHVXOWHGLQUHGXFLQJFRPSXWDWLRQDOFRVW,QDGGLWLRQE\XVLQJFHQWUDOORJRIPDOLFLRXVSDFNHWVGHWHFWHG
1,'6SODFHGRQDOOWKHVHUYHUVZRUNLQFRRSHUDWLYHPDQQHUWKH\XSGDWHWKHLUEDVHVNQRZOHGJHEDVHDQGEHKDYLRU
EDVHE\JHWWLQJDOHUWVVWRUHGLQWKHFHQWUDOORJ6RDQ\XQNQRZQDWWDFNWKDWZDVSUHYLRXVO\GHWHFWHGDWDQ\VHUYHU
FDQEHHDVLO\GHWHFWHGE\6QRUWDWRWKHUVHUYHUV7KLVDOVRKHOSVWRUHGXFHFRPSXWDWLRQDOFRVWIRUGHWHFWLQJLQWUXVLRQV
DWRWKHUVHUYHUVDQGLPSURYHGHWHFWLRQUDWHLQRYHUDOOWKH&ORXG
2XU SURSRVHG1,'6 LV GHVLJQHG WRKDYHKLJK GHWHFWLRQ UDWHKLJK DFFXUDF\ZLWK ORZ IDOVH SRVLWLYHV ORZ IDOVH
QHJDWLYHV DQGDIIRUGDEOH FRPSXWDWLRQDO FRVW2XU IXWXUHZRUN LV LPSOHPHQWLQJ RXUPRGXOH1,'6 LQ RSHQ VRXUFH
&ORXGHQYLURQPHQWOLNH(XFDO\WXVSURSRVLQJDQGWHVWLQJRXURSWLPL]DWLRQDOJRULWKPIRU%13FODVVLILHU


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
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FVUFQLVWJRYSXEOLFDWLRQVQLVWSXEV63SGI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
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DQG6HFXULW\&,6,((7HQWK,QWHUQDWLRQDO&RQIHUHQFHRQSS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